Did you know that you
can end your enrollment
with the Smart Traveler
Enrollment Program
(STEP) by visiting the
travelregistration.state.gov
site? If you previously
submitted a paper
enrollment form to the
U.S. consulate, you may
end your enroliment by
sending an email request
to:
ShanghaiACS@state.gov.

The Consulate’'s PM2.5
Air Quality Monitor data
can be viewed at
shanghai.usconsulate.gov/
airmonitor.html

American Citizen Services
(ACS) Contact Information
U.S. Consulate General,
Shanghai, China
1038 West Nanjing Road,
8/F Westgate Mall
A By (Méi Long
Zhén Guang Chang)
Open 8:00am - 11:30am
and 1:30pm - 3:30pm
Monday to Friday
*Closed on Wednesday
afternoons, weekends,
and holidays.
Homepage:
shanghai.usembassy-
china.org.cn/service.html
After Hours Emergencies:
(86-21) 3217-4650
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2012 Election Cycle - -
Register and Request Your Ballot

New absentee voting laws are in effect for
the 2012 elections. You will no longer auto-
matically receive ballots based on a previous
absentee ballot request. All U.S. citizens
outside the United States who want to vote
by absentee ballot in the 2012 primary and
general elections must complete a new
Federal Post Card Application (FPCA) every
year if they wish to vote from abroad.

States are now required to send out ballots
45 days before an election. No matter what
state you vote in, you can now ask your local
election officials to provide your blank ballots
to you electronically (by email, internet
download, or fax, depending on your state).

You can now also confirm your registration
and ballot delivery online. Be sure to include
your email address on the form to take ad-
vantage of the electronic ballot delivery op-
tion. This is the fastest and most reliable
way to receive your ballot on time, and we
strongly recommend every overseas voter
take advantage of it.

Learn more at the Federal Voting Assistance
Program's (FVAP) website www.FVAP.gov.
FVAP's website is the official government

website, and it has both an online wizard to
help voters complete and address forms, and
a wealth of information for voters about regis-
tration and ballot receipt deadlines for each
state.

The Federal Write-in Absentee Ballot (FWAB)
is a backup ballot. If 30 days before the elec-
tion (or longer based on your geographic loca-
tion) you think you will not receive your state
ballot in time to vote and return it to the proper
authorities, vote using the FWAB at
www.FVAP.gov.

If you have any questions about registering to
vote overseas, please contact Consulate
Shanghai’s American Citizens Services at
3217-4650, or at ShanghaiACS@state.gov.

Upcoming Holidays & Other Closures

A full list of all of our holiday closings is online at http://shanghai.usembassy-
china.org.cn/holidays.html. The ACS Unit will be CLOSED to the public on:

September 3, Monday:
October 1-4, Mon-Thur:

Labor Day

(EEF7 3075 Méigud Laodong Jié)

Mid-Autumn Festival & Chinese National Day

(*hFK7Y Zhongaia Jié; W EE KT Zhonggud Guodqging Jié)

October 8, Monday:

Columbus Day

(FHMeAiH Gelanbu Ri)



http://www.FVAP.gov
http://www.FVAP.gov
mailto:acshk@state.gov
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Shanghai Expat Show, Sept. 14-16, 2012

Have you ever wondered about:

e How do | vote in this fall's presiden-
tial election?

¢ What is the 24-hour American Citi-
zen Emergency telephone number?

¢ What is the Smart Traveler Enroll-
ment Program?

e What are these phone numbers:
110, 114, 119?

¢ What are the most recent scams
that occur in Shanghai?

To find answers to those questions
and more, come visit us at Booth 12B
at the Expat Show. We'll tell you what

services the American Citizen Ser-
vices Section can provide to U.S. citi-
zens.

The Expat Show will run from Sep.
14th to 16th at the Shanghai Exhibi-
tion Center, near Tongren Lu in
Jing’An, across from the Shanghai
Centre (a.k.a. Portman) on Nanjing Xi
Lu. This is the 6th Annual Expat Show
and is sure to be one of the biggest
gatherings ever of Shanghai’s foreign
community. The goal of the exhibition
is to help foreigners to find informa-
tion, products, and services they need
for their life in China. The organizers
anticipate over 200 exhibitors repre-
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senting a wide variety of industries in-
cluding travel, clothing, jewelry, art,
and cuisine.

For more information on the show,
please visit www.expatshowchina.com.

Travel Warnings and Alerts

Security reminder: It is advisable that
you and your family review your per-
sonal security profile and be aware of
your surroundings at all times.

Since our previous Newsletter, the
U.S. Department of State has issued
new Travel Warnings for the follow-
ing countries:

Pakistan 08/27/2012
Libya 08/27/2012
Israel, the West Bank and Gaza 08/10/2012
Irag 08/09/2012
Congo, Democratic Republic of the 08/02/2012
Syria 08/01/2012

Travel Warnings are issued to de-
scribe long-term, protracted condi-
tions that make a country dangerous
or unstable. A Travel Warning is also
issued when the U.S. Government's
ability to assist American citizens is
constrained due to the closure of an
embassy or consulate or because of a
drawdown of its staff. This information
is available at
http://travel.state.gov/travel/cis_pa_tw
Ntwitw_1764.html.

The U.S. Department of State has not

issued any new Travel Alerts.

Travel Alerts are issued to dissemi-
nate information about short-term
conditions generally within a particular
country or region that pose imminent
risks to the security of U.S. citizens.
Natural disasters, terrorist attacks,
coups, anniversaries of terrorist
events, election-related demonstra-
tions or violence, and high-profile
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events such as international confer-
ences or regional sports events are
examples of conditions that might gen-
erate a Travel Alert. This information is
available at :
http://travel.state.gov/travel/cis_pa_tw/
pa/pa_1766.html.

The most up-to-date information re-
garding permitted and prohibited
items on flights can be viewed online
at
www.tsa.gov/travelers/airtravel/prohibit
ed/permitted-prohibited-items.shtm.

For additional information, please visit
"Americans Traveling Abroad" on the
U.S. Department of State website:
http://travel.state.gov/visa/americans/a
mericans_1252.html.

Students traveling abroad may wish to
visit the State Department site de-
signed for them:
http://studentsabroad.state.gov/.

To obtain up-to-date information on
security conditions, please call 1-888-
407-4747 (toll free in the United
States), or +1-202-501-4444 if you are
outside the United States.



http://travel.state.gov/travel/cis_pa_tw/tw/tw_5764.html
http://travel.state.gov/travel/cis_pa_tw/tw/tw_5762.html
http://travel.state.gov/travel/cis_pa_tw/tw/tw_5760.html
http://travel.state.gov/travel/cis_pa_tw/tw/tw_5758.html
http://travel.state.gov/travel/cis_pa_tw/tw/tw_5757.html
http://travel.state.gov/travel/cis_pa_tw/tw/tw_5756.html
http://travel.state.gov/travel/cis_pa_tw/tw/tw_1764.html
http://travel.state.gov/travel/cis_pa_tw/tw/tw_1764.html
http://travel.state.gov/travel/cis_pa_tw/pa/pa_1766.html
http://travel.state.gov/travel/cis_pa_tw/pa/pa_1766.html
http://www.expatshowchina.com
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Local News: Shanghai in Move to Allow Longer Stays Without a Visa

(From Shanghai Daily, July 26, 2012, By Zha Minjie)

A VISA-FREE policy allowing travelers to stay in Shanghai
for 48 hours before leaving for their next foreign destina-
tion may be extended, the city's border police said yester-
day.

Under consideration is a change in policy which would
allow the time period to be 72 hours.

The visa-free policy is seen as part of the city's efforts to
attract more travelers and visitors and enhance Shang-
hai's reputation as an air transport hub.

Lu Zhitao, deputy director of the Shanghai Exit and En-
trance Frontier Inspection Station, said yesterday that the
new policy would "greatly benefit passengers and airlines
as well."

Lu said the policy had been approved by the State Coun-
cil, China's Canibet, and they were working on the details
of how it would be applied. No timetable for its introduction
was announced yesterday.

The visa-free policy was first introduced in 2000 at the
city's two airports, Honggiao and Pudong.

Police said 2,923 people used the 48-hour visa-free period
last year, an increase of 78.5 percent on 2010.

A 24-hour visa-free stay is available to all transferring in-
ternational passengers passing through Shanghai while
the 48-hour policy is available to 32 countries including the
United Kingdom, the United States, Japan, Singapore,

Germany, France, Hungary and Switzerland.
More foreign countries may be included in the new policy.

The visa-free policy is also expected to be extended to rail-
ways and ports.

Shanghai's international airports saw a slower increase in
passenger volume and cargo transport last year amid the
global economic slowdown and weakened trade growth.

The changes in the visa-free policy are part of the city's bid
to reverse that trend.

Last year, Pudong International Airport fell one place to
21st on the list of the world's busiest air hubs in terms of
passenger volume.

In the first half of this year, more than 12.64 million interna-
tional air travelers used the city's two airports, a 10.5 per-
cent increase on the same period in the previous year.

There were 410,000 passengers transferring to other inter-
national flights at the Pudong airport last year, an 80 per-
cent increase on the total for 2010.

Since March, passengers transferring to other international
flights at Pudong within 24 hours have also been exempt
from double border inspections. It's the first time the prac-
tice has been used at airports on the Chinese mainland.

Police officers at the airport said that the practice "speeds
up the process and saves time."

Upcoming Social Security Administration Q&A Opportunity

The Social Security Administration (SSA) does not have
an office in China mainland. American citizens residing
here usually have to send their inquiries to the closest
SSA office in Manila, Philippines. We are glad to an-
nounce that the Chief of the Asia Pacific Rim of the SSA
International Operations in Manila will be available at the
U.S. Consulate General in Shanghai at 10:00am to
12:00am on Monday, September 24 to answer questions
by phone. During that time, you will have an opportunity
to speak to him in person by calling the phone number:
(86-21) 3217-4651.

This is a good opportunity for you to speak to a represen-
tative from the SSA without having to make an interna-

tional phone call or to travel to somewhere that has an SSA
office. Feel free to ask any questions, e.g. the Social Secu-
rity Number (SSN) issuance, how to apply for the various
federal benefits (spouse, child, widow, disability, etc.).

If you are unable to call in during the above time, you may
always contact the following SSA office in Manila, which
covers services for beneficiaries resident in China:

Social Security Division C/O U.S. Embassy

1201 Roxas Boulevard, Ermita, 0930 Manila, Philippines
Phone: (632) 301-2000 8:00 AM to 4:00 PM, M-F

Fax: (632) 708-9723; (632) 708-9714
FBU.Manila@ssa.gov - - www.socialsecurity.gov



mailto:FBU.Manila@ssa.gov
http://www.ssa.gov
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Forewarned Is Forearmed — SCAMS Endemic To Shanghai
MBI SZ— Eig X BmAT U =

The American Citizen Services (ACS)
unit is regularly contacted by Ameri-
cans victimized by scams that take
advantage of their generosity or igno-
rance of local norms and cul-

ture. While petty theft remains the
most prevalent type of crime Western-
ers encounter in China, the diversity
and sophistication of scams is in-
creasing. While the following list is not
meant to be all-encompassing it does
forewarn and forearm you against the
most common scams encountered by
Americans here:
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“Art Show / Art Student” scam —
“Hi, 'm an art major at a Chinese uni-
versity. We are showing our work
nearby and would love for you to have
a look. Don’t worry, entrance is free
and there’s no need to buy anything.”
If you follow this “art student” you will
be pressured to purchase expensive,
low-grade art prints.

CERMPEL/ERREA By AR
uf, B ERRMTE AR AT
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“Tea Ceremony/English student”
scam - “Hi, we are English students
at a local university. Would you mind
helping us practice our English? In

exchange, we will treat you to a tradi-
tional Chinese tea ceremony.” After
ordering tea and snacks they will ex-
cuse themselves. Soon the bill will ar-
rive and very large men will force you
to pay an exorbitant amount of money
before allowing you to leave. Real Eng-
lish students will not mind going to a
place of your choosing to practice their
English for an hour.

“CRTERB/JOE R Wlmy: “IREF,
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“Bar tabs” — Better to pay as you go.
Starting a tab makes it possible for a
bartender to hand you a bar bill of
$500. If you decline to pay you could
be threatened with physical violence
until you pay (usually by credit card),
before being escorted out.

UMLK AL . R,
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“Injured Relative / Arrested Rela-
tive” scam — “Hi, I'm a friend of your
grandchild here in China and she was
just seriously injured (usually in a traffic
accident) and/or arrested. In order for
her to receive medical care in China
you must pay all fees upfront. The
American Consulate won’t help. Please
wire $2000 to my account so | can en-
sure your granddaughter receives the
necessary medical treatment.” Always
best to try and contact your relative
directly, or call ACS to help you find
out the facts, if someone tells you that
they are in trouble and need you to
wire them money ASAP. In China
medical facilities will usually contact

the U.S. Consulate if an American
citizen is admitted without anyone to
assist. We will never refuse to assist
American citizens in need.
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“Please Hold the Line for the Po-
lice” — You receive a phone call from
someone claiming to be from your
bank or the police station and you are
told that someone assumed your
identity and used your credit card to
commit credit card fraud, which is now
under investigation by the Public Se-
curity Bureau (PSB). You are in-
formed that the PSB requires your
bank account information to complete
their investigation. After providing
your personally identifiable informa-
tion over the phone that included your
savings account information, your ac-
count is liquidated. You later find out
that the person who called you was
not from your bank or the police. If
you receive a call from the police ask-
ing for personal information you
should ask them to wait, and contact
your nearest police station to inquire
into the situation in person.

MR, SRREEEET . R
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Continued on Page 5
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NEW** “Mimicking Phone Numbers” — You receive a
call on your mobile phone from someone claiming to be
the police from the “Economic Crimes Bureau” in Beijing.
You are told your bank account is involved with money
laundering and that you are now being investigated. You
are told that you may verify the incoming call by checking
online or in a phone book for the number of the “Economic
Crimes Bureau”. The caller is patient and tells you that he
will hold the line while you check to verify the number. You
check with different resources and confirm the phone
number of the incoming call belongs to the police in Bei-
jing. You then follow the caller’s instructions and provide
him with detailed information about your bank accounts.
You transfer the money to the safe account as instructed
by the caller. You later find the money that you transferred
is gone. How this Scam Works: To attract clients, telecom
operators enable clients to set the incoming number they
want to be displayed on the phone of someone they call.
Bottom line, you cannot always trust that a phone call is
truly coming from the number appearing on your phone. If
you are concerned about your bank accounts, it's best to
contact your bank or the local authorities directly.
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“Business Deal” — You have been doing business with a
Chinese company for some time and receive an email
asking you to send the next wire transfer to a new account
number. After wiring the money you are asked to resend
the payment because it never arrived. After rewiring the
payment you are again notified that the payment did not
arrive and that you should try sending it to another ac-
count number. At which time you become extremely suspi-
cious and discover the email address is slightly different
from the company’s real email and/or the person who has

been contacting you left the company a month before.
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“IRS scam” — You received an email from the IRS claiming
they cannot process your recent tax return because you did
not include a photocopy of your state or federal ID. The IRS
does NOT generally initiate fax or emails to taxpayers, nor
does the IRS discuss tax account matters with taxpayers
via email or fax. The IRS never requests security-related
personal information, such as your SSN or PIN numbers.
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“Diversity Visa” — You receive an email congratulating
you because you’ve won a Diversity Visa (DV) and al-
though the DV patrticipation was free, U.S. law and regula-
tions require every DV winner to pay a visa processing fee
of $819. The email goes on to state the fee must be paid
using a Western Union money transfer and will be proc-
essed by the U.S. Embassy in the United Kingdom. UN-
DER NO CIRCUMSTANCES should money be sent to any-
one to participate in the DV Lottery. The State Depart-
ment’s Kentucky Consular Center does not send email noti-
fications to DV entrants informing the winning entries.
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“Real Estate” scam — You sign a contract for an apart-
ment you want to rent and hand over the deposit and first
few months rent to who you believe is the landlord. All
seems legitimate until you return home one night to dis-
cover the real landlord in the apartment demanding to know
who you are and why you have moved into his apartment.

Continued on Page 6
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You find that the person you signed
the contract with has skipped town
with your money and the real estate
agent has no recollection of you.
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“Black Taxi” — “Where do you want
to go?” “Taxi?” If you get in, make no
mistake, you will be grossly over
charged and potentially robbed in a
secluded area by the driver’s friends.
The same goes for motorcycles
charging for transportation.

G CUREREIEIL? 7 AR

Br 7 BT, 2SR ST R
] REAE KA FI LI ACAE B o TR B
SR B R e A T A B

“Fake Police” — You are stopped on
the road (usually near an area
frequented by expats) and asked to
show your passport to a person
claiming to be a police officer. When
you cannot show your passport, you
are asked to pay an on-the-spot fine
of RMB500. First, if they are real
police they will have no problem with
showing you their I.D. when asked.
Moreover, real police officers will go
with you to their station where you will
be issued a receipt for the fine.

“RUE” . AR L GEHAESNE A
R PRI ARREEE, ZORIRI
AN WPRCVA TR, BIRER 2175
FI5007C NI TR, B oG, Wty
FUESE, WIASAEPEOR IR R AR R
AATRUESE . RSN, FURVE B i iR i
B AR IS AT SO 13 B .

“Pickpockets” — Typically, a single

man or a pair of women with babies
strapped to their chests approach you
from behind during your walk near a
popular tourist area (Nanjing Rd).
Unbeknownst to you, they unzip your
bag and quickly steal everything that
looks expensive. Remember to keep
your bags in front of you and do not
place valuables in your back pocket.
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“Child Beggars and Flower Sellers”
— “Money, money!” or “Flowers,
Flowers!” Money dropped into their
cup will be taken by their adult handler
(perhaps even their kidnapper) who is
exploiting the child and your
humanitarian nature. If you want to
help, consider offering food instead.
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“Buy a Car” scam — A Chinese based
website states you can pay 30% of the
total cost of the car now through
Western Union and the balance upon
delivery. In the end you never receive
your car or see your money again.

R BiJsye 5 R P AR AR R
PHIBCI S A 4 A 42K K1 300 JF 75 42 21 i
FHERK . BARA D ER AN T K.

“Black Money” — In order to prevent
the theft of U.S. currency being
shipped overseas, the U.S.
government has a process to coat
$100 bills with a special ink (usually
black). | have intercepted one
shipment but need your help
purchasing a special solvent to “clean”

the bills. | am happy to share the
proceeds with you. Of course, the
process is bogus, and you will lose
whatever money you invest.
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“Stolen Wallet” — "Hi, my wife and |
(dressed nicely) are tourists and had
our wallets stolen. Could you loan us
RMB100? When we return home we
will send it back to you." You will not
receive any money back and have

just been victimized by a con artist.
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“Dropped Metro Card” scam — The
taxi driver drops your transportation
card as he attempts to hand it back to
you in the backseat. The next time
you go to use it you find the card has
a zero balance. What happened? The
taxi driver saw that you had a lot of
money on your card and dropped it by
his feet to quickly switch it for an
empty one. Circumvent this scam by
placing a sticker or other clear
identifying marker on your card to
confirm the card handed back to you
is indeed your own.
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